
Application 
Security Project

Based on content from UMich’s EECS388



• 8 tasks
• Overwriting stack variables, return address, injecting shellcode, ROP, etc.

• Tools
• GDB (http://users.ece.utexas.edu/~adnan/gdb-refcard.pdf)

• ROPGadget (https://github.com/JonathanSalwan/ROPgadget)

• Book - Smashing the Stack for Fun and Profit (highly recommended!)

Project Overview

http://users.ece.utexas.edu/~adnan/gdb-refcard.pdf
https://github.com/JonathanSalwan/ROPgadget


Control Hijacking



• RSP: Stack pointer
• Points to the top (lowest address) of the current stack frame

• RBP: Frame/Base pointer
• Points to the bottom (highest address) of the current stack frame
• Used to reference function parameters and local variables

• RIP: Instruction pointer
• Points to the next instruction to be executed

• RAX, RBX, RCX, RDX, RDI, RSI
• Temporary data storage

Important CPU Registers in x86 (64-bit)



Stack Frame Example

Push main’s 
local variables 

onto stack. 

Prepare for call 
to foo by 

pushing foo’s 
args on the 

stack

Push the return 
address (EIP) 

and main’s 
frame pointer 
(EBP) on the 

stack

Move FP (EBP) 
to begin a new 
stack frame for 

foo

Push foo’s 
variables on the 

stack
Pop variables 
off the stack

Pop main’s FP 
(EBP) off stack 
to put our EBP 
back where it 

was before the 
call to foo, 

likewise for the 
return address 

and EIP

}
SP FP
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Buffer Overflows
$ ./stacktest AAAA

void do_something(char* buffer) {

    char my_var[128];

    strcpy(my_var, buffer);

}

int main (int argc, **argv) {

    do_something(argv[1]);

}

We need to make a new 
stack frame for this function 
call

To prepare for a function call, 
we need to 
1. Push any arguments passed 
to the function on the stack
2. Push the return address on 
the stack

RSP
(Top of stack)

0x0000000000000000

0xFFFFFFFFFFFFFFFF

…..

Saved RIP
(return address)

ptr to argv[1]



Buffer Overflows – Function Prologue
$ ./stacktest AAAA

void do_something(char* buffer) {

    char my_var[128];

    strcpy(my_var, buffer);

}

int main (int argc, **argv) {

    do_something(argv[1]);

} 1. Previous value of RBP is 
pushed onto the stack. 
When the function returns, 
this allows the old stack 
frame to be restored.

2. RBP is set to be the value 
of RSP to signify the start of 
a new stack frame 

…..

Saved RBP

Saved RIP
(return address)

ptr to argv[1]

RSP
(Top of stack)

0x0000000000000000

0xFFFFFFFFFFFFFFFF



Buffer Overflows – Function Prologue
$ ./stacktest AAAA

void do_something(char* buffer) {

    char my_var[128];

    strcpy(my_var, buffer);

}

int main (int argc, **argv) {

    do_something(argv[1]);

}

3. Space on the stack for 
do_something’s variables is 
allocated by “subtracting” 
from RSP

2. RBP is set to be the value 
of RSP to signify the start of 
a new stack frame 

1. Previous value of RBP is 
pushed onto the stack. 
When the function returns, 
this allows the old stack 
frame to be restored.

…..

<Space for MyVar>

Saved RBP

Saved RIP
(return address)

ptr to argv[1]

0x0000000000000000

0xFFFFFFFFFFFFFFFF

RSP
(Top of stack)

RBP
(Frame Pointer)



Buffer Overflows – Stack Smashing
$ ./stacktest AAAA

void do_something(char* buffer) {

    char my_var[128];

    strcpy(my_var, buffer);

}

int main (int argc, **argv) {

    do_something(argv[1]);

}

strcpy() copies As into 
the the stack space

…..

AAAAAAAA
AAAAAAAA

AAAAAAAA\n

Saved RBP

Saved RIP

ptr to argv[1]

0x0000000000000000

0xFFFFFFFFFFFFFFFF

RSP
(Top of stack)

RBP
(Frame Pointer)

strcpy() writes 
this way



$ ./stacktest 
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Buffer Overflows – Stack Smashing

void do_something(char* buffer) {

    char my_var[128];

    strcpy(my_var, buffer);

}

int main (int argc, **argv) {

    do_something(argv[1]);

}

strcpy() copies As into 
the the stack space

There is no bounds 
checking - it just copies 
to the stack until it sees a 
null byte

When function ends, EIP 
will be set to the stored 
return address (now 
0x4141414141414141). 
We can make the return 
address whatever we 
want.

…..

AAAAAAAA
AAAAAAAA

….
AAAAAAAA

Saved RBP AAAAAAAA

Saved RIP AAAAAAAA

ptr to argv[1] AAAAAAAA

0x0000000000000000

0xFFFFFFFFFFFFFFFF

RSP
(Top of stack)

RBP
(Frame Pointer)

strcpy() 
writes 
this way



• disas(semble) = shows dump of assembly code

• info reg = show the address of registers
• x = show memory contents

• x/64wx $sp => address 0x0: 0x0123456789ABCDEF 0x…..
• Little endian! *0x0 = 0xEF, *0x1 = 0xCD, *0x2 = 0xAB, *0x3 = 0x89, *0x4 = 

0x67, *0x5 = 0x45, *0x6 = 0x23, *0x7 = 0x01
• ni = execute the next machine instruction
• si = step to next machine instruction
• c(ontinue) = execute until next break / end
• r for run
• break (b) *0x0123456789ABCDEF
• gdb --args

• Cheat sheet – http://users.ece.utexas.edu/~adnan/gdb-refcard.pdf 
(Link in write-up too!)

GDB 101

http://users.ece.utexas.edu/~adnan/gdb-refcard.pdf


#include <stdio.h>

#include <string.h>

#include <stdlib.h>

 

void secretFunction() {

printf("Congratulations!\n");

printf("You have entered the secret function!\n");

exit(0);

}

 

void vuln(char *arg) {

char buffer[20];

strcpy(buffer, arg);

printf("You entered: %s\n", buffer);

}

 

int main(int argc, char *argv[]) {

if (argc != 2) {

fprintf(stderr, "Error: need a command line argument\n");

return 1;

}

vuln(argv[1]);

return 0;

}

Consider this C code



• Compile it –
• gcc vulnArgs.c -fno-stack-protector --static -o vulnArgs

• Debug it –
• gdb vulnArgs

Let’s see what it does!



Note: Assembly Syntax – Intel vs AT&T
Intel

• Operands ordered as dest, src

• Commonly used for Windows

• objdump -d -M intel a.out

AT&T

• Operands ordered as src, dest

• Commonly used for Linux

• objdump -d -M att a.out

add rsp, 0x10 add $0x10, %rsp

lea -0x1c(%rbp),%raxlea rax, [rbp-0x1c]



(disas)semble 
main() to get target 
return address



disas vuln() to get offset 
of buffer[20]



Breakpoint set at call to printf in vuln

Run it with – run AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Set a breakpoint…



• x/120bx: displays 120 bytes in hexadecimal, starting from the address 
where the previous instance of this command has finished.

Let’s peek at the stack
Stack pointer

Base pointer – 0x20

Return address
(0x40183c)In

cr
ea

si
ng

 m
em

or
y 

ad
dr

es
se

s

Tow
ards top of stack

Base pointer



Where do we need to go?



Let’s build our exploit!

• Overwrite the buffer in the stack all the way up to and including the 
base pointer

• Write return address immediately afterwards



Success!



Shellcode



● Important CPU Registers

● How program memory is laid out

● How a buffer overflow works

● How we can use buffer overflows to jump to a function of our choice

Quick Recap



● Returning to arbitrary functions is fun, but what if we want more 
flexibility?

● If we had a shell, we could do what we want!

Shellcode



● We know that /bin/sh opens a shell

● But, how can we call an external binary from a program?

● execve seems like a good option!

● filename is the binary we want to execute
● argv is the list of arguments we want to pass

○ Just like we see in main(int argc, char *const argv[])
● envp is for environment variables

Calling /bin/sh



How does it look in C?

From: Smashing the Stack for Fun and Profit



(gdb) disassemble main

● Function prelude

Disassembly

C Code

From: Smashing the Stack for Fun and Profit



(gdb) disassemble main

● Initialize char *name[2]
○ “/bin/sh” is at the address 0x498004

Disassembly

C Code

From: Smashing the Stack for Fun and Profit



(gdb) disassemble main

● Put arguments in registers
○ RDI - address of ‘/bin/sh’
○ RSI - NULL
○ RDX - NULL

Disassembly

C Code

From: Smashing the Stack for Fun and Profit



(gdb) disassemble main

● Call execve()

Disassembly

C Code

From: Smashing the Stack for Fun and Profit



(gdb) disassemble execve

From: Smashing the Stack for Fun and Profit

• Move 0x3b (59) to RAX
• This is the syscall number for 

execve
• Make syscall

• This is 0x0F05 in raw bytes

Disassembly



(gdb) disassemble execve

From: Smashing the Stack for Fun and Profit

• Error handling code

Disassembly



1. Have “/bin/sh” somewhere in memory (can find it or put it 
somewhere on your stack) 

2. Have a pointer to “/bin/sh"
3. Copy correct values into registers:

○ RAX: 0x3b
○ RDI: pointer to “/bin/sh”
○ RSI: char *argv [] (Can be NULL for the project)
○ RDX: char *envp [] (Can also be NULL)

4. Execute syscall

Recap



• Shellcode from as raw bytes
• Also, contains code to elevate us to a root shell using setuid(0)

Shellcode in x86 Assembly/Python

From shellcode.py in your starter code!



Return Oriented Programming 
(ROP)



• Marks the stack as data only
• Means that we can no longer place code on the stack to execute it

• Buffer overflows with shellcode on stack will not work ☹

• Are we out of luck?

Data Execution Prevention



• The bits of assembly instructions we need for shellcode may be 
present somewhere in memory

• If we can jump to where we want, we can chain them together!

• The idea:
○ There may be a lot of “snippets” of valid assembly floating around in 

memory
○ If they are followed by the ret instruction, we can jump to them, do stuff, 

and come back!
○ ret is the byte (0xC3) 

Workaround – ROP



● Each “snippet” is called a gadget

● Once you return from one gadget, you can jump to another by 
putting its address on top of the stack

● Putting several of these together, we get chains

● This is Return Oriented Programming

ROP



• In what scenarios would we be forced to do ROP?
• DEP is enabled

• No libc is available

When to ROP?



• Tool to let you search for gadgets in a target binary

• It is already installed on your VM for you!

• Run it like this:

ROPgadget



• Recall what the shellcode does:
• Set RDI to 0
• Set RAX to 0x69 = 105
• Make a syscall
• This is equivalent to setuid(0)

• Have “/bin/sh” in memory
• Set RAX to 0x3b = 59
• Set RDI to address of “/bin/sh”
• Set RSI and RDX to 0
• Make a syscall
• This is equivalent to execve("/bin/sh", 0, 0)

What do we need our ROPChain to do?



• What does pop do? 
• E.g. - pop rax

• pop takes what is at the top of the stack and puts it into RAX

• Make sure all your gadgets end in a ret
• ret jumps to the address currently on top of the stack

• Use Ctrl-F or grep to look for gadgets that you are interested in
• Remember that gadgets can affect the stack/one another
• Good idea to have “/bin/sh” somewhere in your payload instead of 
looking for it in the binary

ROP Tips



GDB Resources

Another reminder! Use the GDB cheat sheet - http://users.ece.utexas.edu/~adnan/gdb-refcard.pdf
 

http://users.ece.utexas.edu/~adnan/gdb-refcard.pdf


• Registers: RIP, RBP, RSP
• What’s the purpose of each?
• RIP – Instruction pointer, the address of the instruction to execute 
• RBP – Base pointer, the base of the stack frame
• RSP – Stack pointer, the top of the current stack frame

• Useful GDB commands
• disas(semble) = shows dump of assembly code
• break = sets a breakpoint in the assembly during execution
• info reg = show the content of registers
• x  = show memory contents
• ni = execute the next machine instruction
• si = step to next machine instruction
• continue = execute until next break/end

Useful Things to Remember (Recall from Prev. Slides)



Loading files



(disas)semble



(b)reak

Examples below need debug information. Not useful in our project but good to 
know!



info reg



info frame

Caller of _main
0x7fffffffe500

…

Return to 
0x401cd8

0x7ffffff69b28

Saved RBP = 
0x7fffffffe500

0x7ffffff69b20

0x7ffffff69b30 RBP

RSP

Note: stack not drawn to scale

…

Code for 
_main

0x401e6f RIP



• Displays the memory contents at a given address
• Useful for the examination of the buffer
• Syntax

• x [Address expression]
• x /[Format] [Address expression]
• x /[Length][Format] [Address expression]
• Reference: http://visualgdb.com/gdbreference/commands/x

x

http://visualgdb.com/gdbreference/commands/x


● b – byte
● h – halfword (16-bit value)
● w – word (32-bit value)
● g – giant word (64-bit value)

x Format Size Modifiers



● o – octal
● x – hexadecimal 
● d – decimal
● u – unsigned decimal
● t – binary
● f – floating point
● a – address
● c – char
● s – string
● i – instruction

x Format



Demo: GDB’s x Command



● Prints the value of its argument
● Works with the same pointer 

logic as C
● Lots of different uses so check 

the cheat sheet!

● Common usage: 
● p <value to print>

(p)rint



● Execute one machine instruction
● If it is a function call proceed until the function returns

ni



● Execute one machine 
instruction, then stop and 
return to the debugger

● Steps into instructions 

● May bring you down a rabbit 
hole into functions that aren’t 
relevant to you such as printf

si



• Helpful when you need to gather info at multiple points in your 
program

• Usage: continue (or) c

(c)ontinue



Demo: ni, si, and continue



Good luck!
Visit us during Office Hours or make a post on Ed Discussion if you have questions!

OH Schedule is on the course website: https://gtinfosec.org

https://gtinfosec.org/

